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About Rsam Tutorials

The Rsam module step-by-step tutorials are designed to help you learn about a specific Rsam module
and to gain basic familiarity with the user interface. The Rsam platform is highly configurable and is
capable of handling both simple and comprehensive applications. The step-by-step tutorials and Rsam
sandboxes, however, are specifically designed to quickly deliver a user experience without requiring
further training. Each step-by-step tutorial walks you through common, out-of-the-box functionality
within a given Rsam module, allowing you to get immediate hands-on familiarity with the module.
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Rsam Sandbox Environment

Rsam module step-by-step tutorials are designed to work with the out-of-the-box Rsam configuration.
You may follow this tutorial using an Rsam Sandbox environment or using your own instance of Rsam
that you already own. If you are using this tutorial with an Rsam Sandbox environment, the URL to
access your Rsam sandbox is delivered through an email. Otherwise, you may contact your Rsam
Administrator for the URL to access your Rsam instance.

If you are using an Rsam sandbox environment, you should have provided Rsam with your
organization’s internet facing IP address. To find this information, open a browser and connect to an
IP discovery site such as www.whatismyip.com, or contact your organization’s Network Administrator
for assistance. You may also contact your Rsam Customer Representative with any questions.

Sign-In Page

Tutorials leverage pre-defined accounts that require manual authentication. While your organization
may intend to use SSO authentication, Rsam sandbox environments require manual authentication
through the Rsam Sign In page so that you can easily toggle between various sample accounts used
throughout the tutorial.

Sign In Language  English -

User ID

Password

Forgot User ID | Password? New Registration

Like most elements in Rsam, the Sign In page can be configured in a number of ways. Different
authentication options such as user self-registration, integration with customer user directories (such
as Active Directory), or integration with Single Sign-On products, such as Shibboleth, can be applied.
You can also embed your own branding and logo on the Sign In page.
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The Welcome Page is the first page that appears when you log in to Rsam for the first time. This
page provides navigation instructions and shortcuts to access the most commonly used pages from
the bonds you have access to.

Records

Assessments Search

Shortouts

I E welcome
¥ user Activities
ITRMBond

ThirdPartyBond

Welcome

Welcome to Rsam

For End User

If you are an End User seeking to simply complete
assigned activities, we recommend starting with the
User Activities page on the left. From there you can
click on an activity tile to see and complete your
assigned items.

For Power User

If you are a power user, or if you don't find your

activities in the User Activities page, we recommend
navigating directly to your desired Bond product on
the left. Here you will find Activity pages with tasks
specific to that bond, as well as Dashboard pages to

A

Set as Landing page

If you wish to start directly on one of these pages in
the future, be sure to set that page as your personal
landing page.

@v

see summary charts and reports. ——
Lanting pags
§ User activities »

/. ThirdPartyond 4 [

Note: The view of the Welcome Page may be different from the one shown in the image, based on
the role of the logged in user.

Navigating to Tasks and Dashboards

If you are an end user and have logged in to complete assigned tasks, you can click

¥ user activities > available on the left navigation bar to view the most frequently used Activity
Centers across all bonds assigned for your role. You can click the relevant activity tile to navigate to
your tasks.

Search

Records

Assessments

[ O, Filter ] x User Activities W -
Shortcuts A General Assessment Activities
[E) welcome

User Activities 1 2

QUESTIONS PEMDING ANS.. RISKS PENDING PLAN
ITRMBond >

ThirdPartyBond b
Vendor Onboarding

11 4

REQUESTS IN DRAFT REQUESTS UNDER. REVIEW
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Welcome Page o R Sam

If you do not find the required activity tiles, you can either click corresponding to a bond on the
Welcome Page or navigate directly to the bonds from the left navigation bar and select the Activities
tab to view all related Activity Centers.

Assessments Manage Records Search
- y S
[ O, Filter ] e Activities
Shortcuts ) Assessment Questionnaires
[E] welcome
User Activities 199 2
PENDING RESPONSES PENDING REVIEW
ITRMBond s
Activities Assessment Findings
) Dashboards
S shortcuts 1
@ Assessment Navigator PENDING PLAN PENDING APPROVAL

Click an Activity Center tile to view all related tasks.

Additionally, you can perform the following navigation actions:

e Click W corresponding to a bond on the Welcome page to view all Dashboards configured for

Assessments Manage Records Search

O, Filter be Dashboards Edit (Y
Shortcuts v
E welcome ASSETS ASSESSMENTS ST... QUESTIONMAIRE FINDINGS CONTROL LIBRARY CONTROL TEST PLANS
User Activities
ITRMBond ~
NCSF ASSESSMENT STATUS NCSF RESULTS - TIERS NCSF RESULTS - FINDINGS NCSF RESULTS - GAPS

Activities
) Dashboards
= sShortcuts
a Assessment Navigator

L;. Responses Lo Review
¥ Navigator

Alternatively, you can navigate to the required bond from the left navigation bar and select

Dashboards.

o Click corresponding to a bond on the Welcome page to view all Dashboards configured for
the bond.
Alternatively, you can navigate to the required bond from the left navigation bar and select
Dashboards.

e Expand the required bond from the left navigation bar and use the pages.

For information on using the home page features and configuring Activity Centers, see the Rsam
Administrator and End-User Help.
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Rsam Risk and Compliance Assessments

The Rsam Assessments module helps organizations to automate the entire assessment lifecycle —
from creation and initialization through assessment, remediation action, and ongoing risk and
performance monitoring. They help you evaluate assets such as applications, databases, network
devices, computers, as well as locations, business entities, and more. This tutorial provides a step-by-
step procedure to walk you through one path of an Assessment workflow within the module.

The Rsam Assessments module provides the following capabilities and benefits:

e Identify, assess, and manage risk and compliance using various assessment criteria, such as
business criticality and compliance requirements.

e Effective role-based access and user controls.
e Manage remediation efforts to address findings.

e Document remediation methods for risks after gaps have been identified, and track them on a
continuing basis until they are resolved.

e Leverage leading industry content for standards and compliance.

Objects

Objects in Rsam can be leveraged across all Rsam modules for storing and managing data and
defining workflow and assignments for a specific topic or asset. While you do not need to understand
the broader object concepts to complete this step-by-step guide, it is important to understand that
this tutorial will leverage objects to represent IT Applications that are being managed and assessed.
You will see objects used in other ways across other tutorials.

Assessments Workflows

This section covers the following diagrams that illustrate the workflows in the Assessments module:
e Assessment

e Finding

Before proceeding to the specific workflows, it is recommended that you familiarize yourself with the
following Rsam workflow diagram key.

Workflow Diagram Key

Ar\danualhr created by user -Ekplgnatinn of

E]‘; Iv"”f; logic E\-aluat.e:l
Workflow State 5 N | on buttan click Reversion Action
Standard Object Type F‘.Ifzutlem;l. R:g? AUTO-ACTION Role 1, Role2

Desoiption of action logic I

,| Created by Automatic Process,|mport o

C_’:’: Workflow State j Email Notification

Aspect Object Type o Link to
e continuation of
< DEE-IS-ICII"I-___}- [ |diagram

Workflow State e
Record Type
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Rsam Risk and Compliance Assessments

Assessment

28 R-sam

The following diagram depicts the out-of-the-box Assessment workflow.

1. Not Started
(assigning owner / respondent)

Start Classification
/ Start Assessment
Manager

Standard Object

Respondent

Require Respondent
attribute to be answered

@ 2. Classification Data Gathering

Prompt for
rejection reason

)47

Submit Assessment
Responses
Manager, Respondent

Standard Object

Reject Assessment
Responses
Manager, Reviewer

G

Manager, Reviewer

Reviewer Respondent
3. Classification Review
Standard Object
I AUTO-ACTION
Accept Classification _ ___ ___ ___ ___ _Create aspects__
Responses based on

object criticality

1
I
I

4. Waiting for Assessment
Standard Object

Y

AUTO-ACTION
When the last Aspect under the
Standard Object is moved to
“Assessment Finalized”

&  4a. Assessment Data Gathering
Aspect Object
@ Submit Assessment AssRees]::\tent
Mana Reerspge‘;e;ndent Responses
Reviewer 9er, P Respondent Manager, Reviewer
4b. Assessment Response Review

Aspect Object Prompt for

rejection reason

Accept Assessment
Responses
Manager, Reviewer

£

Respondent

4c. Assessment Finalized
Aspect Object

5. Entering Plans
| Standard Object

Yes
I

AUTO-ACTION
When last plan is entered

Findings Exist?

6. Finalized
Standard Object

Step-by-Step Tutorial
Risk and Compliance Assessment Module




Jﬁk R-Sam Rsam Risk and Compliance Assessments
Finding

The following diagram depicts the out-of-the-box Finding workflow.

' When the Finding reaches the Open

@® |workflow state, users may create any of
the three possible child records
(Remediation Plan, Risk Acceptance
Request, or Compensating Control), each

of which has it’s own workflow. Once a Open
child record has been created, the

o Finding (Root)
workflow state of the parent Finding

record will continuously reflect the
workflow state of the child record.

2 y

[BQ Open [BQ Open @ Open
Remediation Plan (Child) Risk Acceptance Request (Child) Compensating Control (Child)

Reviewer
- Reject Risk
Remed|_at|on Reviewer, Manager Reject Compensating
Plan Rejected Submit Risk B
Remediation Plan Reviewer, Manager Acceptance Request Sub'rnlt Control
Manager. Respondent P q Compensating Control Reviewer, Manager
ger, P Manager, Respondent Reviewer Manager, Respondent
Reviewer
Remediation Pendin .
Approval 9 Pending Risk Acceptance Pending Control Approval
. . Risk Acceptance Request (Child Compensating Control (Child
Remediation Plan (Child) P q ( ) P g ( )
P Approve
R
emediation ‘\CGGF't Risk Compensating Control
Plan Approved Revi M
Reviewer, Manager eviewer, Manager Reviewer, Manager
Remediation Approved Risk Was Accepted Compensating Control
Remediation Plan (Child) Risk Acceptance Request (Child) Compensating Control (Child)

Remediation
Complete
Manager, Respondent

Remediated
Remediation Plan (Child)

Note: The Risk and Compliance Assessments module also provides additional roles that are specific
to the questionnaire findings management process, but those roles have been omitted from the
above diagram for the sake of simplicity. For more information about the QF-specific roles, refer the
Workflow Buttons and Workflow Roles tables below.

User Accounts

User accounts are required for the individuals that are authorized to access a specific Rsam template.
The Rsam sandbox for Assessments comes with pre-populated sample accounts as explained in the
following table.

Note: Sample users for each of these roles are optionally provided with the baseline module
installation package.

Step-by-Step Tutorial
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Rsam Risk and Compliance Assessments

28 R-sam

Business Responsibilities

r_assessmen |Assessment [This user is responsible for completing assessments.
t_respondent|Respondent
r_assessmen |Assessment  [This user is responsible for reviewing and validating all the assessment
t_reviewer |Reviewer responses submitted by the Assessment Respondent user.
r_assessmen |Assessment This user is respo_nsible fo_r the administratic_;r_m of all the Rsam
assessments. Typically, this user has the ability to perform all the tasks
t_manager |Manager -
that can be done with the Assessment Respondent and Assessment
Reviewer user accounts.

Users can contact Rsam Administrator to obtain passwords for assigned accounts. Individual users
may change their password once authenticated. Users with administrator permissions may also reset
the password of other users.

High-Level Steps

The following is a high-level list of the steps described in this tutorial.

Step User Description

Step 1: Creating an |Assessment |In this step, the Assessment Manager user creates a new object

IT Application Manager (IT Application), and then assigns an owner to the object, and
begins the classification assessment.

Step 2: Answering |Assessment |In this step, the Assessment Respondent user provides responses

Classification Respondent [for the questions in the classification assessment, and then

Assessment submits the classification assessment responses for review.

Step 3: Reviewing |Assessment |In this step, the Assessment Reviewer user reviews and accepts

Classification Reviewer the classification assessment responses submitted by the

Responses Assessment Respondent user.

Step 4: Answering |Assessment |In this step, the Assessment Respondent user provides responses

Control Respondent |for the questions in control assessments that are created based on

Assessment the classification assessment result, and then submits the control
responses for review.

Step 5: Reviewing |Assessment |In this step, the Assessment Reviewer user reviews and accepts

Control Reviewer the control assessment responses.

Assessment

Responses

Step 6: Creating  |Assessment |In this step, the Assessment Respondent user creates a

and Submitting the Respondent |remediation plan for each questionnaire finding.

Remediation Plan

Step 7: Rev_iewing Assessment |In this step, the Assessment Reviewer user reviews and approves

and Approving the Reviewer remediation plans.

Remediation Plan

Step 8: Iflagging Assessment |In this step, the Assessment Manager user flags the completion of

Completion of a Manager remediation plans.

Remediation Plan

Step-by-Step Tutorial
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Step-by-Step Procedure

This section contains workflow steps we will follow in this tutorial. The path followed in this tutorial
walks you through a questionnaire-based assessment lifecycle. In this tutorial, you will learn how to
create a new object (IT Application), initialize an assessment for that object, answer and review the
classification and control assessments, and remediate weak/failed controls. This path was chosen as it
is a common path to follow, though you are welcome to explore the other paths as well.

From this point forward, we will provide the steps that are required to complete this tutorial. Before
you begin to practice each step, consider following underlying capabilities:

a. Practicing each step requires a different user account as mentioned in the High-Level Steps
section. However, you may execute all the steps with the Assessment Manager user credentials
in one session if desired.

b. Workflow state transitions involve sending email notifications to users in the workflow. If you
want to ensure that your users receive the notifications while practicing the steps, please see
the Setting up Email Addresses section later in this tutorial.

Note: This tutorial uses a subset of controls from the Rsam PCI and Rsam Assessment control
libraries to illustrate the concept of control assessment. You may also use other controls and survey
types that are available or create new ones.

Step 1: Creating and Initializing an Object

In this step, you will log in to Rsam as the Assessment Manager user to create a new object (IT
Application), assign an owner that will answer the classification questionnaire, and then begin the
classification assessment process.

1. Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Assessments module.

2. Sign in as the Assessment Manager user. Enter Username as r_assessment_manager and
provide the Password.

3. From within the navigation panel at the left-hand side, navigate to ITRMBond > Assessment
Navigator.

ITRMBond ~
¥ Activities
[) Dashboards
=

= Shortcuts

[} Assessment Navigator

LE. Responses to Review
¥ Navigator

The Assessment Navigator is displayed.

Step-by-Step Tutorial

11
Risk and Compliance Assessment Module



Step-by-Step Procedure

28 R-sam

4. 1In the Assessment Navigator, click Add and select Object from the options that appear.

The Create a new Object window appears.

5. Enter an application name in the Object Name attribute, select Assessments from the Sub
Entity list box attribute, select IT Application from the Object Type list box attribute, and

then click Save.

(& Create New Object - Internet Explorer = |
Object Name: Relational Scan Pro
Sub Entity: Assessments v|
Object Type: IT Application v|
Save & New Cancel

The object is created.

6. From within the navigation panel with Assessments (nav) selected, expand IT Application

and click Not Started.
The objects in the Not Started workflow state appear.

7. Locate the newly-created object.

8. Use one of the following methods to open the newly-created object:

e Double-click the object.

e Select the object, and then click Open.

e Click the icon in the object row.

Arzezmmants (nw] ®| | Search L. Refrach Cancel Aad = m Deiete Azzqn
| Salact b group | Mame Aspect Parent Entity Sushy Eniity
" IT Anplication (8) ﬁi OF 9 FinancaBooks FinancaBooks Acme Corp, Assessmonts
1. Nek Started (3]
OF @ ::J:‘u;::' Relptioral Scan Pro Ao Cop. Assmzrments

2. Classification Data G2
&, Waiting 10F AsasEma

%, Entering Flan= {1]

6. Finakzad (2)

Actionw| |3 4P

Maspondent

dsimesment
Racpondant

The object details are displayed.

9. To open the classification questionnaire, under Questionnaires, click the @ icon.

« Back to list

&

IT Application: Relational Scan Pro
Mame: Relational Scan Fro

Workfiow Stato: 1. Mot Started

Sub Endity: Assessments

Aspect Parent: Relational Scam Pro
Entity: Acma Corp.
Respondant:

Questignnaires

Name Questionnaire Stare

Felational Scan Pro 0 of 5 answered 1. Not Started

- T

The questionnaire details are displayed.

Step-by-Step Tutorial
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Jﬁk R -Sdim Step-by-Step Procedure

10. In the questionnaire, locate the Owner (this person will be assigned as the
respondent) attribute.

11. Specify r_assessment_respondent user in the Owner (this person will be assigned
as the respondent) attribute.

a. Enter r_assessment_respondent in the Owner (this person will be assigned
as the respondent) attribute. While typing, a list of users that match the string is
shown.

b. Select r_assessment_respondent from the user list.

Owner (this ¥ rassess g
person will b r_assessment_control_rewiew_manager "Assessment Control Review Manager™ ()
assigned as the

respondent ) r_assessment_control_review_tester “Assessment Control Review Tester™ ()

r_assessment_manager "Assessment Manager ()
System :
Description r_assessment_respondent "Assessment Respondent” ) E{b |

r_assessment_reviewer "Assessment Reviewer” ()

The Assessment Respondent user inherits the Respondent role and the permission to access the
newly-created object.

12. Click Start Classification.

Relational Scan Pro updata | [seveaciora| | [acton o 2] 3 (@D
) | | )
O . 0 ¢ ) o
1. Mot Started 2, Classification Data 3. Classification 4, Waiting for 5. Entering Plans &, Finalized
Gathering Review Assessment
~ -
Oor2s Ow Attributes
Ovenall Progress Complated
@ Attributes Quick Navigation: () Section Start () Previous Unanswered  Next Unanswered () Section End @)
0 of 0 Completed
@ Dependencies Party Responsible for
0 of 0 Completed Development
@ BCM Profile Party Rﬁpﬂ_ﬂ!ible for
0 of ompleted Maintenance
O Controls Party Responsible for
0 of 4 Completed Support
Criticality Owner (this person will | 2 sccocement Respondent a
O 0 of 21 Completed be assigned as the S5 °
2

13. In the message that appears indicating that the assessment has been started and the
respondent will be notified, click OK.

The application object is moved to the Classification Data Gathering state and an email
notification is sent to the Assessment Respondent user.

14. Hover the cursor over the username at the right-hand corner and select Logout from the
options that appear.

You have been successfully logged out from Rsam.

Step-by-Step Tutorial
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Step-by-Step Procedure ﬁ Rsam
Step 2: Answering Classification Assessment Questions

In this step, you will log in to Rsam as the Assessment Respondent user to answer the classification
questionnaire. After answering all the questions, you will submit the classification questionnaire to
the Assessment Reviewer user.

1. Signin as the Assessment Respondent user. Enter Username as
r_assessment_respondent and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to Shortcuts > User
Activities.

The User Activities page appears listing the applicable activity tiles.

&y Assessments  Records  Search

x User Activities @ -
Shortcuts v
B welcome General Assessment Activities
F  User Activities
ITRMBond > 2 2
QUESTIONS PENDING A... RISKS PENDING PLAN

3. Click the tile Questions Pending Answers.
The tile expands to display the Questions Pending Answers grid.

& 2

QUESTIONS PENDING ANSWERS

“ Questions Pending Answers = 12
|Se;-‘c‘ 5)e | Cancel || Add v|| Delete || Assign... || Action v| |_§|
Workflow State Name Respondent
T T W
D @ o 4a. Assessment Data Gathering Directory Manager Pro - Application Controls - Full
[(JF @ 2. Classification Data Gathering Relational Scan Pro Test Assessment Respondent

4. Locate the object created in Step 1: Creating and Initializing an Object, and then double-click
the application object.

The questionnaire opens.

Step-by-Step Tutorial
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Jﬁk R -Sdim Step-by-Step Procedure

Complete Attributes, Dependencies, BCM Profile, Controls, and Criticality sections in the
questionnaire. The sandbox has been configured to require responses to all Control and
Criticality questions.

Relational Scan Pro Eubmit Classfcabon Resporses Update: Save & Close Achaon v, | B PR u

oﬂ‘ 5 'Dﬂ i -~
Cromrd Frogeses  Complstad

Attributes

D Attribustes
I O of  Completed
'.,."_'\J Trepemlentivs
: Party Responaible
(7] BCM Prodie For Darvalopmant
i ’
Party Responsible ¥
O Comirals For Maintenance
O of 4 Cemplatad
I Farty Responsible:
O Criticality for Support
0 of 19 Complstad
Oumor (this 2 o penement o =

persan will be " dent
ascigmed ac the i
jent)

Under Criticality > Data: Information Types, it is recommended to select at least one item
for the following question: What Data is Stored, Processed, or Transmitted?

Select Internal Financial Information as shown in the following image.

[ ) > )
1. Not Started 2, Classification 3., Classification 4, Waiting for 5. Entering Plans 6. Finalized
Data Gathering Revien 3

28an 100 , [EGPEE
Cverall Progress Completed
() Mributes Quick Mavigation:  (f) Section Start () Previous Unanswered  Next Unanswered @) Section End ()

4 a mpete:

() Dependencies Response u

o Data: Information Types = N - @)

[ O General Government related
(@) E(H Prefia What Data is Stored, Processed, or Transmitted? [) Genersl Human Resources related

| [ Internal Communications

*RESPORSE | fnteral Financial Infor

@ ‘mmmls B O Homeland Security

| € Internal Financial Information
Q\J Criticality [ Information Technology Management

21 of 21 Completed
Planning and Resource Allocation

\ Data: ePHI Volume el o ! @

Q) SarviceNow [ Internal Risk Data %
gkl st Estimate the volume of ePHI Stored, Pracessed, or Transn
*Response | Noepi @ 2

To fill information or responses for each section on the left-hand side of the questionnaire, use
the following navigation procedure:

e Click the desired section on the left-hand side.

e Use the following options to navigate within the section.

Description
Section Start This option takes you to the beginning of the section.
Previous This option takes you to the previous unanswered question
Unanswered from the current question.
Next This option takes you to the next unanswered question from
Unanswered the current question.
Section End This option takes you to the end of the section.

Step-by-Step Tutorial

Risk and Compliance Assessment Module
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Step-by-Step Procedure )ﬁk R -SAdim

8. Click Submit Classification Responses.

9. In the message box that appears indicating that the responses have been submitted, click OK.

The assessment is moved to the Classification Review state and an email notification is sent to
the Assessment Reviewer user.

10. Log out from Rsam.

Step 3: Reviewing Classification Assessment Responses

In this step, you will log in to Rsam as the Assessment Reviewer user to review the classification
assessment responses submitted by the Assessment Respondent user. Here, you will accept all the
responses.

1. Sign in as the Assessment Reviewer user. Enter Username as r_assessment_reviewer
and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to ITRMBond > Activities.
The Activities page appears listing the applicable Activity Center tiles.

3. Click the tile Pending Review.
The tile expands to display the grid containing the assessment responses pending review.

4. Locate the classification assessment submitted by the Assessment Respondent user in Step 2:
Answering Classification Assessment Questions and double-click to open it.

The assessment will be in the 3. Classification Review state.
5. Review the responses in each section.

6. Click Accept Classification Responses.

Relational Scan Pro 'Y Accept Classification Rasponsas Raject Classification Resporces | Update | | Save B Clise | | Adion s (30| | ! | dP n
i s et e
Cremial Prograni Larepheted

() Aitributes o : ) Section Stant ) Prewioun Unarowersd. et Unanswaered ) Secton End )

"l—" 2 of 2 Compieted

(7] Dependencies
g ] ~
' e for
o Bespans wr

() WM Frofite [ p—
£ i ik
|_ Party

(71 Controls Respansibibs lar
l" 4o 4 ated Maintenance

f:,-‘l Criticality Party
= A%t 19 Responsible for

Suppnrt

7. In the message box that appears indicating that a full assessment has been generated, click
OK.
The classification data is evaluated, and then control assessments are generated automatically.
Rsam generates any required aspects, or control assessment questionnaires based on the

provided criticality responses. The IT Application object workflow is moved to the Waiting for
Assessment state and an email notification is sent to the Assessment Respondent user.

8. Log out from Rsam.

Step-by-Step Tutorial
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i

= R-sam

Step 4: Answering Control Questions

Sl

Step-by-Step Procedure

In this step, you will log in to Rsam as the Assessment Respondent user to answer the control

assessment and submit the responses to the Assessment Reviewer user.

1. Sign in as the Assessment Respondent user. Enter Username as
r_assessment_respondent and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to Shortcuts > User

Activities.
The User Activities page appears listing the applicable activity tiles.

3. Click the tile Questions Pending Answers.
The tile expands to display the grid.

4. Locate the assessments generated for the object and double-click to open it.

5. Complete all the control questions.

Relational Scan Pro - Application
Controls - Full

4a. 4b. 4. Aszes:
Data Gathering Response Review Fnalzed

ETLIEEL B Bl Update | | Save & Close L

Qor a7 O f ~  Access Management
rvarall Progress Completed
O Access Management Quick Mavigation: () Section Start () Previous Unanswered  Next Unanswered ) Section End ()
[ 0 of 38 Completed
O Business Continuity
| 0 of 8 Completed Authentication (passwords) O
O Hardening & Patching Does the authentication method utilize passwords?
0 of 15 Completed
| . o * Response v
O Logging & Monitoring
I Qof15C eted
O Ongoing Maintenance
' o 18 Completed Password Length (user) O
‘What is the mini 1] d length ilable to end-users?
* Response v
Password Aging (user) (@)

Notes:

- To allow for quick and easy use of this tutorial, Rsam’s default configuration allows the
questionnaire to be submitted without completing all required answers. Rsam can be easily
configured to require answers for all questions before being submitted. The details about that

configuration, however, are beyond the scope of this tutorial.

- If you do not answer all the control questions, a confirmation dialog box appears. Click OK to

continue.

6. Click Submit Assessment Responses.

The assessment workflow moves to the Assessment Response Review state and sends an

email notification to the Assessment Reviewer user.

7. Log out from Rsam.

Step-by-Step Tutorial
Risk and Compliance Assessment Module
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Step-by-Step Procedure

28 R.sam

Step 5: Reviewing Control Answers

In this step, you log in to Rsam as the Assessment Reviewer user to review the control responses
submitted by the Assessment Respondent user. Here, you will accept all the responses.

1.

Step-by-Step Tutorial

Sign in as the Assessment Reviewer user. Enter Username as r_assessment_reviewer
and provide the Password.

From within the navigation panel at the left-hand side, navigate to ITRMBond > Activities.

The Activities page appears listing the applicable Activity Center tiles.

Click the tile Pending Review.

The tile expands to display the grid containing the assessment responses pending review.

Locate the application assessment that was submitted by the Assessment Respondent user in
Step 4: Answering Control Questions, which is in the Assessment Response Review state and

double-click to open it.

Review all the control responses.

Click Accept Assessment Responses.

Controls - Full

17007 17w

Overall frogrems  Completed

O Access Management
17 of 39 Completed

o Business Continuity
| 0 of 8 Completed

O Hardening & Patching
0 of 15 Complete

O Logging & Monitoring
0 of 15 Completed

O Ongoing Maintenance
0 of 16 Comgpleted

Relational Scan Pro - Application é

~  Access Management

Quick Navigation: () Section Start

Authentication (passwords)

Ll BRI | Reject Assessment Responses | | Update | | Sawve & Close

*—0
s, Assessmen t Data Ab. Assessment dc. Assessment
Gathering Response Review Fi

Does the ication

= Response  N/A v

=] ard | annth (icar)

utilize p ds?

In the confirmation message box that appears indicating that Rsam will generate a series of
records and whether to continue, click OK.
The control responses are evaluated against the standard determined by the assessment

classification. A questionnaire finding record will be created for all the responses that do not
meet the minimum standard requirements.

The control assessment workflow enters the Assessment Finalized state. When all the control
assessments are in the Assessment Finalized workflow state, the parent assessment workflow
state enters the Entering Plans state.

Log out from Rsam.
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Step 6: Creating and Submitting a Remediation Plan

In this step, you will log in to Rsam as the Assessment Respondent user to review the questionnaire
findings that were created automatically for all the controls that did not meet the assessment
standards based on the defined classification. Here, you will propose remediation for all the
questionnaire findings.

Note: You can remediate a questionnaire finding by using the Remediation Plan (POAM), Risk
Acceptance Request, or Compensating Control method. However, this tutorial will only walk you
through the steps for the Remediation Plan (POAM) method in this tutorial. You may explore other
remediation methods to enhance your learning, if desired.

1. Sign in as the Assessment Respondent user. Enter Username as
r_assessment_respondent and provide the Password.

2. From within the navigation panel at the left-hand side, navigate to Shortcuts > User
Activities.

The User Activities page appears listing the applicable activity tiles.

3. Click the tile Findings Pending Plan.
The tile expands to display the grid.

4. Locate the application control assessment in which the control responses were reviewed by the
Assessment Reviewer user in Step 5: Reviewing Control Answers.

5. Select the desired finding record, click Add and select Remediation Plan (POAM) from the
options that appear.

The Remediation Plan (POAM) (new) record with Remediation Plan (POAM) tab selected
appears.

6. On the Remediation Plan (POAM) and Supplemental Data tabs, complete all the attributes
as necessary, and then click Submit Remediation Plan.

« Remediation Plan (POAM) (new) Gicdiabie (T Gbemit Asmediation Plan
'- .....
Open Remedisbon Pending Remedabon Remedoted
Apprsal Appresad
_] Remedistion Man (POAM]

ISLmﬁemmﬂbah

+ Describe the Remediation or  Passwonds wil be anabied In the rsot patch|

il

Controbs
Who ovwns the remediation  § q
efiont?
# When will remediation start? "-":"' = Wiken will remadiation b
completed?
Flle Attachmant(s) F Fa f When was remadiation Ell.'fml.lz,l“]gl
comp ?

The remediation plan (POAM) record is created, and the questionnaire finding workflow and the
remediation plan (POAM) workflow is moved to the Remediation Pending Approval state.

Step-by-Step Tutorial
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Record Workflow State Comtrod Mame Supplied Answer Minimum Required J
- D [? u i Remadiation Pending Approval Authentcation [pasewonds) Pagewords are not usad Pasawords are used
Hecord Type Record Workflow State Remediation Desoription Remediation Owne
|
Passwords will be enabled in
OF & & Ramedation Plan [POAM) Remedation Pendng Aporowal the nest patch

7. Log out from Rsam.

Note: While this tutorial navigated to the findings by opening our specific object, there are
other navigators that show all findings across all objects in a single, consolidated list. Users
will use such navigators when documenting plans across multiple objects.

Step 7: Reviewing and Approving a Remediation Plan

In this step, you log in to Rsam as the Assessment Reviewer user to review and approve a
remediation plan for a given questionnaire finding.

1. Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Assessments module.

2. Sign in as the Assessment Reviewer user. Enter Username as r_assessment_reviewer
and provide the Password.

3. From within the navigation panel at the left-hand side, navigate to ITRMBond >
Questionnaire Findings Navigator.

The questionnaire findings navigator appears.

Note: This step can also be accomplished through the Activity Centers when there are a small
number of assessments to be reviewed.

4. From within the navigation panel with Questionnaire Findings (nav) selected, expand IT
Application and click the desired object.

The questionnaire findings appear.

5. Locate the questionnaire finding for which the Assessment Respondent user created a
remediation plan in Step 6: Creating and Submitting a Remediation Plan.

(estiorraine Findisgs (ne.,, " L Rusdrpsh Cancal add v m Dt Asign adtion+| | Gote | |3
&
Select @ group : Conkrol Mame Supplied Answer Question Askoed Workfiow Shate &
T IT Application (36} | r Authengication [ the authsentication Remediation Fand
+0Fo [passwards) Paiuwincu i ok e mathod utiliza passwords? Approval
" ASMTT [§11i]
gk are sethentication
* ContractMaker (15) Authestication duithentication crademiss ae iredniials securely
L OF o Comrnication ok smcure communicated across the B e
* HE Manaper Fro [4) network?
Il i ifi
* [T Application Test [£) O F @ usors Roles Mo are isers assigned apecific R
* Relaticeal Scam Pro (3)

6. Click + in the questionnaire finding record row.

Step-by-Step Tutorial
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7. Use one of the following methods to open the remediation plan:
e Double-click the remediation plan record.

e Select the remediation plan record and click Open.

e Click the edit icon in the remediation plan record row.

The Remediation Plan (POAM) record with Remediation Plan (POAM) tab selected
appears.

8. Review the information on the Remediation Plan (POAM) and Supplemental Data tabs,
and then click Remediation Plan Approved.

[ Remediation Flan (POAM) CONE AR cvocioion an ipp | .

Cipan A mediatean Asrresdiation Famradoted

Suppl=mantal Cata

& Dagcribe the diatiom e e will
Controls

i || Remadation Flen {ROLM]

Who owns the remadisiion 4
rHnrt?

» Whan will remadiation start?  (2WI0LE [0 = Whan will remediation be  12/35/2018 ""|
comgdited ¥

Filu Altachmastis] . when was remediation sctually a2
comgleted?

The remediation plan workflow and the questionnaire finding workflow is moved to the
Remediation Approved state.

Contral Name Supplied Answer Question Asked Rocord Workifow Stabe &
r Doss the authentcation methad .
- Authiertication (passwords) Fascwords are not used Remediation vad
OF & {p X utiize passwords? g
Record Type Decord Wonkfow State Remadiation Deecnptan Ramadiation Owner Rmu:l.t:i
Fasswords will be enabled in 4
[ [ @ romediation Fian (POAM) Remadiation Appraved i hecck gotch 2016-03-

9. Log out from Rsam.

Step 8: Flagging Completion of a Remediation Plan

In this step, you log in to Rsam as the Assessment Manager user to flag the completion of the
remediation plan (POAM) record approved by the Assessment Reviewer user.

1. Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Assessments module.

2. Sign in as the Assessment Manager user. Enter Username as r_assessment_manager and
provide the Password.

3. From within the navigation panel at the left-hand side, navigate to ITRMBond >
Questionnaire Findings Navigator.

The questionnaire findings navigator appears.

Step-by-Step Tutorial
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Note: This step can also be accomplished through the Activity Centers when there are a small
number of assessments to be reviewed.

4. From within the navigation panel with Questionnaire Findings (nav) selected, expand IT
Application and click the desired object.

5. Locate the questionnaire finding for which the Assessment Reviewer user had created the
remediation plan in Step 7: Reviewing and Approving a Remediation Plan.

6. Click + in the questionnaire finding record row.
7. Use one of the following methods to open the remediation plan:
e Double-click the remediation plan record.

e Select the remediation plan record and click Open.

e Click the edit icon in the remediation plan record row.

The Remediation Plan (POAM) record with Remediation Plan (POAM) tab selected
appears.

8. Review the information on the Remediation Plan (POAM) and Supplemental Data tabs, and
then click Remediation Complete.

Remediation Flan [POAM) « g m
g Eevedatan Reedeg Remesdation aredand
A Ajgird

| It
Farned #iza Flan [FOAM| || Sepplarental Date

At bR o

= Dearribe thes Remediation or iy ol Bevirage @ Tird peats for 96
Controly

Wip gens the remedistion o
elfo?

+ il will semedietion siaet?  (ugme ) + b il remediation be 1z LT
compleind T

[T e ——— tack Wik i narsalistion actaelly L
ramplalid P

The remediation plan workflow and the questionnaire finding workflow is moved to the
Remediated state.

Caonkraol Mamo Suppled Answer Cuestion Askad Recond Workfow State &
o . Doas tha authentcation mathod
O & @  sushentication (pasawards] Passwords are nol used utilize pasgwords? Remafizted
Record Typa Becors Workflow Shate Remadiation Descrpbian Remadiatian Cramsr R cliati]
CIF @  remedation dlan (POAM) Remediated e T i 2016030

- i l

9. Log out from Rsam.

Step-by-Step Tutorial
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Appendix 1: Email Notifications and Offline
Decision Making

Setting up Email Addresses

This module is configured to send automated email notifications at specific points in the workflow. In
a production system, email addresses are usually gathered automatically using an LDAP server or a
directory service. However, the email addresses in your Rsam instance can be manually provided for
testing purposes.

To manually provide the email addresses, perform the following steps:

1. Open an Rsam supported browser and enter the URL of your Rsam instance containing the Risk
and Compliance Assessment Module module.

2. Signin as r_admin user. Enter User ID as r_admin and provide the Password.
3. Navigate to Manage > Users/Groups.
4. Double-click a user row to open the details.

5. Provide an email address in the eMail ID attribute.

User Details

User Id:

l 152048

First Mame: Middle Name: Last Name:
May, | | | Brian

eMail ID: Phone Number:

support@rsam.com |

Password:

Confirm Password:

O Lpar user

User's LDAP [D:

|

User's LDAP Domain:
Flease select a Domain

6. Click OK.
The email address of the user account is saved.

Step-by-Step Tutorial
Risk and Compliance Assessment Module
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Offline Decision Making

Rsam email notifications are configurable including what notification should be sent, what users or

roles will receive the notifications, and the content in the notifications.

Offline Decision Making is a powerful and popular feature of Rsam. It provides the Rsam platform
directly to the users to perform workflow actions without connecting to the Rsam module. The
following image illustrates an example notification template that has custom text, data from the

record, embedded links to the application, and Offline Decision Making actions.

Susject: RE: Eccaplion Aequestion #2241 Coanfrmation for Bill St

Sulbject: Exception Request #2341 Confirmation for Bill Smith

A preliminary approval has bean submitted for Exception Request #2241, submitted by Bill $mith on 5/5/2014. You have been
assigned as the sendor reviewer incharge of final acceptance or rejection of this reguest,

Details

Exception Request: #2241

Submitted by: Bill $mith on 5-5-2014
Approved by: Wanda Johnson on 5-10-2014
Exmiration Date: 5-15-3014

Shert Description: {View Full Details in Rsam )

Thee mienes implementation of “O0r der -1t [order management system] is unable to conform to the organization 3DES encryption
standard. DES has bean implemented until the vendor can support fully support 3DES. A temporary exception is requested until that time.

Select an action from the list below:

#  Accept this Request
*  Reject this Request

kT

Step-by-Step Tutorial
Risk and Compliance Assessment Module
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Appendix 2: Rsam Documentation

Risk and Compliance Assessment Module Baseline

Configuration Guide

To learn more about the pre-configurations in the Risk and Compliance Assessment Module, refer Risk
and Compliance Assessment Module Baseline Configuration Guide. You should have received the Risk
and Compliance Assessment Module Baseline Configuration Guide along with the Risk and Compliance

Assessment Module sandbox. If not, contact your Rsam Customer Representative to obtain an
electronic copy of the Risk and Compliance Assessment Module Baseline Configuration Guide.

Online Help

This tutorial provides the step-by-step instructions for the Rsam Risk and Compliance Assessment
Module module. To get familiar with the specific Rsam features used in this configuration, refer the
Rsam End-User Help, Rsam Administrator Help, or both. The Online help you can access depends on

your user permissions.

To access the Online Help, perform the following steps:

1. Signin to your Rsam instance. For example, sign in as Example Administrator user. Provide the
User ID as r_admin and provide the Password.

2. Hover the cursor over Help and select an Online help from the menu that appears. Depending
on your user permissions, you will be able to access the Rsam End-User Help, Rsam

Administrator Help, Step-by-Step Tutorials, or all.

The following image shows the Rsam Administrator Help, opened from the Example
Administrator user account.

Assessments

~
o, Filter b4 Welcome

Manage  Records  Search

End-User Help @ -

Administrator Help

Shortcuts

I B welcome

F  User Activities
ITRMBond

ThirdPartyBond

~

Welcome to Rsam

Step-by-Step Tutorials

Email License Details

() Welcome to Rsam Administrator Help - Internet Explorer

o~ B-sam Administrator Help

Ej contents

B Administrator Help

[§ Getting Started

E Giobal Features

[§ Structures and Elements
B Defining Assessments

[§ Assessment Questionnaire
B Offline Data Gathering

[@ Questionnaire Scoring

[ workdiow

@ Scheduter

ﬁ Reports and Views

[@ User Management

ﬁ Environment Migration

@ Ontions

[§ Advanced Administration
B Rsam Server Recommendatic
[§ Rsam Inbound AP

ﬁ Report an Issue

i

Welcome to Rsam Administrator Help

The Rsam platform is utilized across a wide variety of industries and purposes and the user experience can
vary greatly depending on the local configuration. This manual focuses specifically on using the core building
blocks of the Rsam framework.

Rsam recommends that customers attend the full Rsam Administrative Training session before using Rsam.
This guide serves as a reference for customers who have already attended Rsam training; it is not intended to
be a training guide itself.

Rsam Resources

1] ) ¥ o2

Support

Get started with our Get exceptional support
trainings. from our Support Team.

University Services Community

Learn about our Join Rsam Community
Customer Success discussions.
services.

Step-by-Step Tutorial
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